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DIGITTRADE High Security HDD

External hard drive with BSI certification
CC EAL 2 BSI-DSZ-CC-0825-2017




HS256 S3

External hard drive with BSI certification

Professional solution for governments and enterprises

The HS256 S3 ensures the confidentiality of the data by
the following security mechanisms:

1. Encryption
256-bit full-disk AES standard encryption in XTS mode
using two 256-bit crypto keys

2. Access Control:

Two-factor authentication using smart card and 8-digit
PIN according to the principle ,owning and knowing”
3. Management of cryptographic keys

The cryptographic keys can be created, changed and
destroyed on the smart card by the user
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Other features:

e USB 3.0 with up to 200 MB / s

e elegant metal case

¢ BSI certified according to CC EAL 2

e enables secure and cost-efficient data transport of
sensitive data as well as the creation of
data protection compliant backups

e Capacities:
HDD: 500GB, 1TB, 2TB '

SSD: 500GB, 1TB, 2TB, 4TB )
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